ABSTRACT This paper focuses on how to effectively improve the tradeoff between security and reliability by developing power allocation problems for a secure relaying network with a full-duplex (FD) relay, an FD receiver and a passive eavesdropper. FD radio here is utilized for cooperative jamming. The security and reliability are characterized by the secrecy rate and the data rate, respectively. The total transmit power is divided into two parts: one for data transmission and the other for jamming. The power allocation problem is split into data rate optimization and secrecy rate optimization, which will greatly simplify the tradeoff process. Closed-form solutions of the two subproblems are obtained. By applying these results, a securityreliability tradeoff strategy is proposed. Numerical results have shown that the proposed security-reliability tradeoff strategy can approach the Pareto optimal front. Using the strategy, one can make the tradeoff between security and reliability efficiently by adjusting only one tradeoff factor.
I. INTRODUCTION
Due to the opening characteristics of wireless channels, wireless communications are vulnerable to potential eavesdropping attacks, which recently have motivated an increasing attention to the physical-layer security [1] - [4] . As an effective approach to increasing secrecy rate in physical layer, cooperative jamming (CJ) is widely adopted to interfere with the eavesdropper [5] - [7] . In [5] , an optimal cooperative relaying and jamming problem was developed for a cooperative relay network where distributed relay nodes performed cooperative beamforming. Reference [6] proposed a CJ strategy to defeat the eavesdroppers by a divide and conquer strategy, and exploited the helpful interference to circumvent the nearby eavesdroppers. Moreover, outdated channel sate information (CSI) was taken into consideration in [7] during the design of CJ.
Most of the existing works concentrate on the half-duplex (HD) relaying systems and require additional nodes that act as jammers. The jamming process may also degrade the legitimate users. Therefore, full-duplex (FD) radio has recently been utilized for the relay and receiver to enhance physical-layer security [8] - [10] . In [8] and [9] , FD receiver was adopted to send interference noise while receiving the signal from source node for a wireless network consisting of a source, an FD destination, and an eavesdropper. In [10] , the secrecy performance was investigated of an FD relaying (FDR) system with an FD receiver. Considerable secrecy performance gain has been achieved.
However, blindly pursuing secrecy performance may result in low system capacity, and vice versa. Generally, there exists a tradeoff between the security and the reliability. It is worth noting that the security-reliability tradeoff performance of secure relaying networks has been broadly analyzed in [11] - [15] , where the security and the reliability are characterized by the intercept probability and the secrecy outage probability, respectively. Unfortunately, these works mainly focused on performance analysis. To the best of the authors' knowledge, how to make the tradeoff of security and reliability (approach the Pareto optimal front) for secure relaying networks via adaptive power control is still an open issue, especially when FD radio is involved. Therefore, the securityreliability tradeoff problem deserves a further study in secure relaying networks with FD radio.
In this paper, we focus on how to effectively improve the tradeoff between security and reliability by developing power allocation problems for a secure relaying network with an FD relay and an FD receiver, and aim to approach the Pareto optimal front of security and reliability. In this paper, the security and the reliability are characterized by the secrecy rate and the data rate, respectively. The major contributions in this paper are detailed as follows:
• The total transmit power is divided into two parts with a tradeoff factor Q: one part for data transmission and the other part for jamming. Accordingly, the power allocation problem is also divided into two stages: data rate optimization and secrecy rate optimization. Owing to the division operations, the complexity of the problem solving is greatly simplified. Closed-form solutions are obtained.
• The variation trend of the secrecy rate and the data rate against Q is investigated. Applying these results, a security-reliability tradeoff strategy is proposed. Numerical results have shown that the proposed security-reliability tradeoff strategy is very close to the Pareto optimal front. The strategy can greatly facilitate the decision-making of the tradeoff between security and reliability, since only one parameter Q is required to be adjusted.
II. SYSTEM MODEL
Consider a secure wireless relaying network as depicted in Fig. 1 . This network consists of one source node S and one distance node D, one trusted relay R and one passive eavesdropper E. It is assumed that S and D have no direct link and thus can only exchange information with the help of R. This models the practical scenarios where there is physical isolation (e.g., the tall buildings) between S and D, or D is far away from S. In these scenarios, the S − D pair needs the relay to communicate. Therefore, S and D exchange sensitive information with the help of R, while E tries to wiretap the transmission. S operates in half-duplex mode, and R and D can selectively work in full-duplex mode. Let h ij denotes the channel gain between node i and node j, where i, j ∈ {S, D, R, E}. P S and P RT denote the transmit power of S and R, respectively. P RJ and P D denote the jamming power of R and D, respectively. In order to avoid the negative effects of jamming process on R, conventional two-time-slot transmission is employed. Note that FD mode here is adopted to transmit jamming noise while FIGURE 1. System model. receiving signals. In first time slot, S transmits a unit power signal x S to R with power P S . And R operates in FD mode and transmits a unit power jamming noise x RJ with power P RJ while receiving the signal from S. It is assumed that R can eliminate its self-interference. 1 The received signal at R is given by
The received signal at E is given by
where n
is the additive white Gaussian noise (AWGN) with mean 0 and variance N 0 at E. Without loss of generality, set N 0 = 1. Then the instantaneous signalto-noise ratio (SNR) at E in the first slot can be given by
where
During the second time slot, R operates in HD mode and forwards the received signal to D after amplifying it with gain G = P RT / P S |h SR | 2 + N 0 . D operates in FD mode and transmits a unit power jamming signal x DJ with power P D while receiving the signal from R. Similar to R, it is assumed that D can eliminate its self-interference. Then, the received signal at D is given by
The instantaneous SNRs at D is given by
where H RD = |h RD | 2 and H SR = |h SR | 2 . In (5), high SNR approximation is utilized and the performance of the asymptotic approximation will be shown in Fig. 2 . Then, the data rate is given by
For the eavesdropper, the received signal at E in the second time slot is given by
1 Conventionally, the source's signal receiving and retransmission are performed simultaneously at FD relay. As a result, it is required to do the cancellation at the same time. Therefore, the self-interference cannot be perfectly cancelled and the residual self-interference (RSI) is regarded as an independent Rayleigh distributed variable [16] . However, in this paper, the source's signal is received in the first time slot and transmitted during the second time slot. The RSI cancellation is carried out after the signal receiving during the second time slot. Moreover, the self-interference at relay is its own transmitted jamming signal in previous time slot. Thus, the relay can obtain the whole jamming signal in the first time slot and perfectly remove it by the methods in [17] and [18] during the second time slot. VOLUME 6, 2018 FIGURE 2. Performance of the asymptotic approximations in (5) and (18) against P T with (x E , y E ) = (0, −0.5).
Then the instantaneous received SNR at E can be given by
It is assumed that E adopts the maximum-ratio combining for reception. Then, the total rate at E can be given by
Therefore, the secrecy rate can be given by
III. SECURITY-RELIABILITY TRADEOFF
In this section, we focus on the power allocation for improving the tradeoff between data rate and secrecy rate, i.e., C D and C S , under total transmit constraint P T . Our goal is to improve C D and C S simultaneously. Thus, we obtain a multi-object optimization problem as
It is difficult to obtain the globally optimal solution for (11) due to the complexity of the objective function. Therefore, this paper is dedicated to finding a sub-optimal solution to the problem. As can be observed in Fig. 1 , part of the total power (P S , P RT ) is used for forwarding signal and the rest of power (P D , P RJ ) is used for jamming. Moreover, C D only depends on the power for forwarding signal, e.g., P S and P RT . Thus, we divide P T into two parts with a tradeoff factor Q (0 ≤ Q ≤ 1): one part (1 − Q)P T for data transmission and the other part QP T for jamming. Then the power allocation problem is also divided into two stages: data rate optimization and secrecy rate optimization. Based on the results to the power allocation problem, a security-reliability tradeoff strategy is proposed.
A. STAGE I: DATA RATE OPTIMIZATION
Data rate optimization is considered under the total transmit power constraint (1 − Q)P T , which can be formulated as follows
The problem is equivalent to
We first present the Lagrangian function of (13) as follows:
By solving the KKT conditions [19] , we can obtain a unique optimal solution to (13):
B. STAGE II: SECRECY RATE OPTIMIZATION
Secrecy rate optimization is considered under the total jamming power constraint QP T , which can be formulated as follows
Due to the complicated objective function, it is difficult to solve the problem (17) . Therefore, we simplify the objective function by using high SNR approximation as follows:
E + 1 
The performance of the asymptotic approximation will be shown in Fig. 2 . Then the problem reduces to
Similarly, by substituting (15) into (19) and solving the KKT conditions, we can obtain a unique optimal solution to (19) :
C. SECURITY-RELIABILITY TRADEOFF
Before developing the tradeoff strategy, we first investigate the variation trend of C D and C S against Q. Substituting (15) into (5), we have
The derivative of C D can be given by
Clearly, C D is a decreasing function of Q. Substituting (15) and (20) into (10), we have
where The tradeoff region is 0 Q Q * S . In this region, the improvement of any one objective (C S of C D ) would lead to the detriment to another one. Note that the tradeoff problem 2 of this paper can be described as follows:
• Given a data rate target C D,th , find a Q = Q S,Tradeoff that maximizes C S under the constraint of C D C D,th .
• Given a secrecy rate target C S,th , find a Q = Q D,Tradeoff that maximizes C D under the constraint of C S C S,th . For a given data rate target C D,th , it is required that C D C D,th . By solving C D = C D,th , we can achieve one root Q D , which can be given by 
Similarly, for a given secrecy rate target C S,th , it is required that C S C S,th . By solving C D = C S,th , we can obtain two roots Q S1 and Q S2 , which can be given by
In conclusion, the tradeoff of C S and C D can be performed as follows:
• For a given data rate target C D,th , find
• For a given secrecy rate target C S,th , find Q S1 and Q S2 .
Then set Q D,Tradeoff = min {Q S1 , Q S2 }.
D. EXTENSION TO THE CASES WITHOUT CSI OF E
In this subsection, we extend our tradeoff strategy to the cases where the eavesdropper's CSI is not available. In these cases, H DE , H SE and H RE are unknown. As a result, we are unable to obtain C E and C S for power allocation. However, we can still propose a tradeoff strategy to improve the physical security for a given data rate target C D,th , which can be performed as follows:
• For a given data rate target C D,th , find Q D according to (26), and then apply the following power levels for power allocation.
IV. NUMERICAL RESULTS
Simulation results of the proposed tradeoff strategy are presented in this section. Without loss of generality, we consider a two-dimensional network topology and let (x i , y i ) denote the coordinate of node i, and normalize the distance between S and D to unity. Set (x S , y S ) = (−0.5, 0), (x D , y D ) = (0.5, 0) and (x R , y R ) = (0, 0). We assume that the path loss coefficient α = 3. We consider Rayleigh fading, which is frequently used to model multi-path fading with no direct line-of-sight (LOS) path. Then H ij is exponentially distributed, where i, j ∈ {S, D, R, E}. Let d RE denote the distance between R and node E.
To present the performance of the asymptotic approximations in (5) and (18), Fig. 2 compares the exact results and the asymptotic results against P T with (x E , y E ) = (0, −0.5). From Fig. 2 , we can observe that the high-SNR approximation results agree well with the exact results at high SNR region. Particularly, the approximation results are still very close to the exact results are low SNR region. Due to their good performances, the asymptotic expressions can be safely employed.
The variation trend of C D and C S against Q is plotted in Fig. 3 with (x E , y E ) = (0, −0.5) and P T = 20 dB. As shown in Fig. 3 , C D is a decreasing function of Q and C S is a concave function of Q, which agree with the analytical results. The tradeoff region is 0 Q Q * S . In this region, we cannot find any Q that improve one objective (C S or C D ) without causing the detriment to another one.
To present the performance of the proposed power allocation, the relationship of these two rates under the proposed tradeoff strategy and random power allocation 3 is given in Fig. 4 with (x E , y E ) = (0, −0.5) and P T = 20 dB. From Fig. 4 , for the case with CSI of E, we can observe that the curve of the proposed tradeoff strategy is very close to the Pareto optimal front. That is to say, one can approximately achieve the Pareto optimal solutions by adopting our proposed tradeoff strategy. For example, one can obtain C S = 2.45 bps/Hz and C D = 3.14 bps/Hz when C D,th = 1.5 bps/Hz. For the case without CSI of E, the achieved secrecy rate of the proposed tradeoff strategy is very close to the optimal value when C D = C D,th . For example, one can obtain C S = 1.32 bps/Hz when C D = C D,th = 1.5 bps/Hz. Obviously, both C S and C D in the case without are lower than those in the case with CSI of E. Fig. 5 considers special cases where the secrecy rate is equal to the data rate with P T = 20 dB. For these special cases, our tradeoff problem reduces to a data rate (or secrecy rate) optimization problem. As shown in Fig. 5 , the optimum data rate has been achieved under the proposed power allocation.
To better present the tradeoff of C S and C D under different parameters, Fig. 6 and Fig. 7 plot the tradeoff region 4 against total power budget P T and the location of E, respectively. For Fig. 6 , we set P T = 15 ∼ 25 dB and (x E , y E ) = (0, −0.5). As shown in Fig. 6 , both C S and C D are improved with the increase of P T . For Fig. 7 , we set P T = 20 dB and x E = −0.5, −0.3, −0.1, 0.1, 0.3, 0.5 and x 2 E + y 2 E = 0.5. That is, E moves from S to D with d RE = 0.5. As can be observed in Fig. 7 , the achieved secrecy rate increases when E moves from S to D. This is because the signal from S to E degrades and the jamming from D to E increases when E moves from S to D. Thus, the total rate at E decreases.
V. CONCLUSION
In this paper, we proposed a security-reliability tradeoff strategy for a secure relaying network with FD radio. The key point for making the tradeoff is to divide the total transmit power into two parts with a tradeoff factor Q: one for data transmission and the other for jamming. Accordingly, the power allocation problem was split into two stages: data rate optimization and secrecy rate optimization, which will also simplify the complexity of the problem solving. Closed-form solutions were obtained. By applying these results, a security-reliability tradeoff strategy was proposed. Moreover, it has been shown that the data rate is a decreasing function of Q, while the secrecy rate is a concave function of Q. Finally, our tradeoff strategy was extended to the cases where the eavesdropper's CSI is not available. Numerical results have shown that both security and reliability are improved, and the proposed security-reliability tradeoff strategy can approach the Pareto optimal front with eavesdropper's CSI. Using the strategy, one can make the tradeoff between security and reliability efficiently by adjusting one parameter Q. 
